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• Mike Walz
National Security Advisor

• Pete Hegseth
Secretary of Defense

• John Radcliffe
Director of the CIA

• Tulsi Gabbard
DNI

• Stephen Miller
racist vampire

• … and many more



March 24, 2025

Chapter 1:

SignalGate



Chapter 1:

Signalgate

https://americanoversight.org/american-oversight-sues-trump-administration-
for-using-signal-to-plan-military-operations/March 25, 2025
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New York Magazine article from June 13, 2025 https://archive.is/eIo90
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https://archive.is/ODHDbAl Jazeera article from March 16, 2025
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https://archive.is/u0BolApril 22, 2025





https://theonion.com/pete-hegseth-there-are-no-state-secrets-in-a-healthy-relationship/April 21, 2025
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https://archive.is/aDIynJuly 23, 2025
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After Trump was elected:

• Jeffrey Goldberg
The Atlantic editor-in-chef

• Brian Hughes
National Security Council 
spokesperson

• Mike Waltz
National Security Advisor
(but still using the same phone)

October 2024, before 
Trump was elected:

• Jeffrey Goldberg
The Atlantic editor-in-
chef

• Brian Hughes
Trump campaign 
spokesperson

• Mike Waltz
Trump campaign 
national security 
surrogate

Waltz’s war crimes
Signal group:

• He tried to add
Brian Hughes

• He actually added
Jeffrey Goldberg
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Guy Levit, CEO

Guy has served as TeleMessage’s CEO since July 2002 after co-
founding TeleMessage in 1999. Prior to his current position he 
held various sales, marketing and operational positions within the 
company. From 1996 until 1999, Guy served as the head of 
the planning and development of one of the IDF’s Intelligence 
elite technical units. In this role Mr. Levit was in charge of 
project management, budgets, and the design, development, 
implementation and maintenance of organizational, managerial 
and logistical information systems. Mr. Levit holds a B.Sc. in 
Industrial Engineering from the Technion, Israel’s Institute of 
Technology and an MBA from Tel Aviv University.

from an archive of https://www.telemessage.com/team/
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Gil Shapira, Vice President Business Development

Mr. Shapira is one of TeleMessage's co-founders. Between 1999 
and 2005, he held various sales, marketing, operational positions 
in the company, as well as ran the company’s European office. 
Mr. Shapira served in the Israeli Air Force from 1993 – 1999 
as a computer programmer, project manager and team leader 
of the IAF’s special R&D software development unit. Mr. 
Shapira holds a B.Sc. in Aerospace Engineering from the 
Technion, Israel’s Institute of Technology and a M.Sc. in Industrial 
Engineering from Tel Aviv University.

from an archive of https://www.telemessage.com/team/
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from an archive of https://www.telemessage.com/mobile-archiver/
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from an archive of https://www.telemessage.com/lessons-from-the-signal-app-security-incidents-
with-the-national-security-and-other-government-agencies/
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When did the Trump administration start using TeleMessage?

• March 13: Mike Waltz invites journalist to Signal group
• March 15: US bombs Yemen
• March 24: The Atlantic publishes first article
• March 25: Senate hearing, and American Oversight lawsuit
• March 26: House hearing, and the Atlantic publishes second article
• April 15: TeleMessage blogs about Signalgate
• May 1: Mike Waltz is photographed using TM SGNL
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iOS source code link:
https://telemessage.com/wp-
content/uploads/2024/12/Signal-iOS-
main.zip

Android source code link:
https://www.telemessage.com/wp-
content/uploads/2024/12/Signal.zip

from an archive of https://www.telemessage.com/developer/api-libraries/



https://github.com/micahflee/TM-SGNL-Android
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https://github.com/micahflee/TM-SGNL-iOS/issues/1
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https://archive.telemessage.com
/management/heapdump
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https://docs.spring.io/spring-boot/docs/2.5.6/reference/html/actuator.html
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https://www.wiz.io/blog/spring-boot-actuator-misconfigurations



https://archive.ph/OFuGyMay 5, 2025
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https://archive.ph/OFuGyMay 5, 2025
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End-to-Middle-to-End Encryption

Despite misleading marketing, Israeli 

company TeleMessage, used by Trump 

officials, can access plaintext chat logs

May 6, 2025 https://micahflee.com/telemessage-analysis/
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from an archive of https://www.telemessage.com/mobile-archiver/signal-archiver/



https://www.wyden.senate.gov/imo/media/doc/doj_letter_telemessage.pdfMay 6, 2025
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https://ddosecrets.com/article/telemessage
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May 19, 2025

Distributed Denial of Secrets



https://archive.ph/75QwvMay 21, 2025
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https://ddosecrets.com/article/telemessage
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May 19, 2025

What is this data?

• 2,729 Java heap dumps, in HPROF format

• 130 MB to 291 MB each

• Not a copy of the data stored on the archive server

• Rather, fragments of data that happened to be in 
memory on Sunday, May 4, 2025
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Grepping for known JSON 
objects works, but what if I 
miss stuff?

Solution: Extract every 
single complete JSON 
object from every single 
heap dump.



Exam
ple JSO

N
 objects this code skips
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May 26, 2025 https://micahflee.com/telemessage-explorer/











https://github.com/micahflee/telemessage-explorer/issues/2
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great! what are you hearing specifically in DC 

about it?

WhatsApp message on May 4, 2025

from Sam Altman, CEO of OpenAI

to Brad Gerstner, CEO of Altimeter Capital
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would love to catch up on all things UAE. working 

with David a lot on what we are doing with UAE
WhatsApp message on May 4, 2025

from Sriram Krishnan, Trump’s Senior White House Policy Advisor on AI

to Jared Kushner, husband of  Donald Trump’s daughter Ivanka
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👊🇺🇸🔥



THE END
… to be continued?

I’m Micah Lee.

https://micahflee.com

micah@micahflee.com

micah.01

@micahflee.com

@micahflee@infosec.exchange

Hacks, Leaks, and Revelations: The Art of Analyzing Hacked and Leaked Data
I’m doing a book signing with No Starch Press on Sunday in the vendor area!


